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Using the right tags makes it easier for others to find and answer your question.

Shaw all tag synonyms

sap-wab-iio

197 quastions

solig-principies.

12 ssked this waek, 6 this n2 5 asked this weex, 11 1his
month tions  manth

consalidation

266 5 psked this moath, 126 this

auestions year




Linckr

Why make it difficult, when you can use Linckr?

Consumers

Data from the

Data to the consumer



Linckr

Why make it difficult, when you can use Linckr?

Consumers

| Fetch authentic data with one click
Q Makelaars
Woonreis koper

/ One app to share data with all their service providers

Taak voor jou

/ All your data in your own personal data vault
Subtaken

Odingen te doen

/ No re-entry of data necessary, but re-use of data

Gegevens ophalen
© Gereed

| Process guidance across various service providers

Gegevens controleren

/ Control and transparency of shared data © Garesd

Door op Akkoord & verzenden te drukken
verklaar je dat de gevraagde gegevens
correct en volledig zijn en worden deze

Akkoord & verzenden




Business requirements

Privacy of consumer Personal data vault Always in control and Can cut the

y of choice consent required line any time

int petise ST? f Improve user Data standards across Taxonomies
Interoperabiliity © experience industries

data

Aud|tab|I!'gy . Every user action Stored forever Tialiislol®

traceability provenance

Tailored Customer journeys Configurable

Process guidance



Solid Protocol supports the business

Privacy of consumer Solid protocol 4 " Use. Id

Reuse and
interoperability of Linked Data Zorgeloos Vastgoed
data
AUd'tab”.'t.y & Event Sourcing AxonlQ
traceability

Case Management

) Caffeine
Engine

Process guidance

Consent flows

Purchase
agreement
taxonomy

Verifiable
credentials

Configurable



Learnings

Don’t store all your data in Solid pods

Linked data is not a must

Not completely following the specification
Copying data can be acceptable
Embed consent flow for user experience

Expose Webld only when it makes sense

Lemon
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Don't store all your data in Solid Pods

Although Solid aims to make data independent of applications

Lemon



What type of data to store where?

Personal Identifiable
data/owned by the
consumer

Behavioural or
process data/owned
by the company

Lemon

Solid Protocol
(reusable, consent)

Event
Sourcing/Business
facts (DDD)

John Snow, born in Antwerp
on 1994 2nd of January

CustomerJourneyStarted by
John and ConsentGiven to
share birthdate



What type of data to store where?

Persoonsgegevens aanleveren

Subtaken

Odingen te doer
Gegevens ophalen

© Gereed

Gegevens controleren
© Gereed

Door op Akkoord & verzenden te drukken
verkiaar je dat de gevraagde gegevens
correct en volledig zijn en worden deze

gegevens gedeeld met de dienstverlener.

Akkoord & verzenden

Lemon

Stored in event store
(json)

CustomerJourneyStarted by
John and ConsentGiven to
share birthdate

Gegevens controleren

Marc Aaron

Janssen

eboartedaturr
26-05-1972

Personal data vault
Linked data

John Snow, born in Antwerp
on 1994 2nd of January



It's all about tradeoffs

Persoonsgegevens aanleveren

Q Makelaars

Woonreis koper

Subtaken
Odingen te doer

Gegevens ophalen

© Gereed

Gegevens controleren
© Gereed

verklaar je dat do gevraagde gegevens
correct en volledig zijn en worden deze

gegevens gedeeld met de dienstverlener.

l Door op Akkoord & verzenden te drukken |

Akkoord & verzenden

Lemon

Companies can still
choose for business
reasons to own & lock
data:

- Compliance

- Unique

capability/process
- No value to share

O]

Gegevens controleren

voarnaam
Marc Aaron

Achternas
Janssen

)eboartedatum

26-05-1972

© Uitgezocht door Linckr

Doze gegovens
v datakluls

User Data Experience,
a new discipline that
researches what data
makes sense from a
value perspective to
share & reuse in other
contexts

Ecosystem thinking
also can thrive the
decision to store data in
an interoperable fashion

Data vault vs lock
(sluis)
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Linked data is not a must when using Solid,
(but advised)

Lemon



Linked data is not a must

Pro’s

| Linked data is self describing (ontologies, schema.org) I Developer experience is not good (yet),

lack of training resources
/ Linked data fosters machine reasoning and inference
/ Solid persists data in a file storage,
| Prevents data duplication not in a graph db!!!
/ Makes sense when persisted in graph database, this | Granularity of access control on file level, not on triple
allows fine grained querying

|/ What with unstructured data (photo’s, pdf’s, songs)
| Alternatives like JSON Schema also allow to create
contracts that foster interoperability and are more

common and easy to understand by our integrators

| Making ontologies and taxonomies is expensive in terms

of stakeholder management & governance

L



Linked data is advised, if you

/ can build on top of existing taxonomies

(zorgeloosvastgoed, Oslo standards, OTL)

| are a dominant leader in your ecosystem

!\
~ Lemon

Linckr is now leveraging
the Zorgeloos Vastgoed
Taxonomy
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The specification is not ready

Make sure to make Solid a replaceable component in your architecture

Lemon



Not using the fine grained access control

mechanisms of Solid Servers Abstract away Solid
in your software

| Solid specification standardizes data vaults & sharing data with consent, BUT the

specification is not finished and does not cover all use cases!

| For example fine grained access control on attribute level

/ Solid is bleeding edge, so make sure that you can replace it, when it does not work out

.



File based storage creates coupling with the application that writes

first

type

has rrn

type —| 839283928 | persist -

social
security
number

What if this can’t be shared
with another application?

Lemon

Person
isa

persist has an email

john@net.co
m

persist

Personal Information
(access control unit)



File based storage does not allow for granular access control

isa

has rmn persist

|
7 Personal Information -
(acoess control unit) Decided to be the

fine grained access
gate keeper until

has an email
ersist

p

persist

y solid comes with a
!/ Lemon Social Security Number mature solution

(access control unit)
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Copying data can be acceptable

Verifiable attestation is more important

Lemon



Why?

/ Hard to constrain from a technical perspective

| Performance and uptime dependencies with downstream
| The business value is in the trustworthiness of the data

| Verifiable attestation is more important

| EX. purchase agreement in PDF (printed)

Lemon

Copying data can
be acceptable

21
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Embed consent flow for user experience

Lemon



Embed consent flow
for user experience

/ Solid envisions that consent is handled by an independent

Solid application, specification not ready yet
| Decided not to use it for smooth user experience
| Not using Solid Data Grants yet

/ Linckr manages the access control in a dedicated part of the

Solid Pod

Lemon

Persoonsgegevens aanleveren

Subtaken
) di T |

Gegevens ophalen

Gegevens controleren
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Expose webld only when it makes sense

Lemon



Why?

/ Hard to explain to end users
| For consumers we speak about a username for their vault

| For service providers we don’t mention it all, it scares them

Lemon

Expose Webld only

when it makes sense

Je bent er bijna!

Je hebt je identiteit b

account veor Linckr aal

Nu nog jouw
eigen datakluis

Kies je eigen username voor je datakiuis

Use id/Your username
usad

25
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Michael
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2 years hands on experience with
Solid Protocol, event sourcing &
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michael@lemon.be
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